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Postgraduate Guidelines for Maintaining Professional Standards while using Social Media, the Internet and other internet-based applications.

These guidelines are designed to be used by medical trainees registered at the University of Toronto Postgraduate Psychiatry program and Psychiatry Staff at the University of Toronto.. However, they may be used by all medical trainees working in Psychiatry, including but not limited to, undergraduate students, fellows, clinical research fellows, or equivalents. Social media and the use of the internet includes but is not limited to: blogging, microblogging, instant messaging, social networking sites, email, video-sites, mailing lists and live video streaming sites. 

The separation of our online and offline identities is constantly thinning as we become more entwined with web-based communication. The ability to record, store and transmit information in electronic format brings new responsibilities to those working in healthcare with respect to privacy of patient information and ensuring public trust in our hospitals, institutions and practices.
 The benefits of using social media and web-based communication must be used in manner consistent with modern medical mores, such as health equality, beneficence and justice. If applied appropriately, social media has the capacity to evoke meaningful change in public awareness and education on a scale never previously reached in medical history.  A physician’s freedom of expression must be balanced with their professional obligations. The University of Toronto is committed to maintaining respect for the core values of freedom of speech and academic freedom.

The Professional Role is guided by codes of ethics and a commitment to clinical competence. These commitments form the basis of a social contract between physicians and society.
 Medical trainees are also subject to the Personal Health Information and Privacy Act as “health information custodians” of “personal health information” about individuals.
  Physicians are expected to demonstrate awareness of policies related to technology-enabled communication and use appropriate professional behaviors in technology-enabled communication.
      
In every doctor-patient relationship there is an imbalance of power that can be abused. 

There are unique ethical considerations in psychiatry that require a specialized approach to ensure the maintenance of our specialty’s professional obligations while using web-based communication: 
 1.) Confidentiality and maintaining patient privacy are even more important given the stigma frequently associated with mental health.  
2.) The Countertransference-Transference dynamic observed in psychiatrist-patient relationships is related to trustworthiness and professional boundaries. 
3.) Consent and Capacity of of psychiatric patients may be reduced due to their illness – of particular relevance when dealing with a fast paced technological medium
.   

All trainees should be familiar with the University of Toronto and the Faculty of Medicine’s general framework for all medical trainees on the appropriate use of the internet, electronic networking and other media
. These additional guidelines focus on specific areas that require increased focus by psychiatric trainees and psychiatrists, they include policies that must be followed by trainees, and advice for a safer usage of social media.

1_ Policies for safe Social Media Use for Psychiatric Residents:
A.) Contact with Patients on Social Media

I. Be very cautious about information exchanges other than basic items such as appointment times.
II. Inform patients that anything on social media may be permanent and there is no guarantee of privacy. 

III. If patients wish to communicate other personal information over social media, have them sign documents verifying their understanding of the lack of privacy. 

IV. Generally refrain from any type of “therapy “or discussing the patient’s personal information with them on social media, even if they give you permission.

V. Neither initiate nor accept invitations to become on-line friends with patients. You should not engage with your patients on social networking sites.
B.) Personal Patient Information

I.   In general, do not post any patient’s personal health information.  If using  a patient’s personal health information (e.g. CT Head) for educational uses,  it is necessary to do the following:
:  

1.De-identify all data such that the patient cannot be recognized.

                        2   Obtain and document informed consent to post the information
Limit the time the personal health information is available to the public to 3 months or less. 
2. Even if you have obtained informed consent from a patient to use their health   information or photographs, be aware that your hospital may have a policy that prevents you from using this information. 

3. Do not post information (e.g. radiographs) on patients you have seen in a professional context on your personal accounts:  It has no benefit for the patient and the risks associated with using patient data personally are significant. Only post information that is available to the general public (e.g. public newspaper articles). 

C.) Using a Patient’s Personal Data from Social Media in Clinical Settings 

I.         This activity should be limited to emergency situations s only (ie. assessing a patient on a form). If possible obtain consent and disclose your actions and the reasoning. Be sure to document your rationale and consent
. 

D.) Information about Colleagues and Co-workers

Respect for the privacy rights of co-workers and colleagues is an essential part of a collegial inter-professional work environment. Postings that violate privacy or are insulting or demeaning are unprofessional and may be seen as discrimination or harassment.

E.) Management of Professional Lapses

I.     A person who believes that another colleague has contravened these guidelines should approach the colleague first to allow them to take the appropriate action or self-report. If this proves unsuccessful, consider contacting the colleague’s immediate supervisor or program director for advice. If the issue is inadequately addressed, you may complain in writing to the appropriate Vice-Dean Postgraduate Medical Education or to the College of Physicians and Surgeons of Ontario through designated processes.
 
 

II. Penalties for inappropriate use of social media, and noncompliance with the preceding policies may include: remediation, dismissal or failure to promote; discipline for breach of hospital or provincial policies; a lawsuit for violating privacy laws; a finding of professional misconduct by the College of Physicians and Surgeons of Ontario. 

2) Advice about safe Social Media Use for Psychiatric Residents: 
A.) Education and Social media:

I. If you are considering using social media as an education platform, consider using the KUDOS
 Approach:
        Knowledge: Physicians should be aware of their tone and audience when distributing their medical knowledge in social media. 

        Useful: Package your advice concisely, accurately and in a manner commensurate with your audience’s level of understanding. Be mindful of the limits of the platform you are using. 

        Desirable: Before you enter into a social media space in order to offer advice (i.e. a disease discussion forum) ask yourself whether or not your input will be valuable.

        Open:  Disclose who you are, your area of expertise and your reason for sharing.          

        Shareable: You should only generate content with which you feel comfortable sharing across the internet while keeping in mind the permanence and scope of the internet. 

II.      When using online resources to disseminate your medical expertise you must be mindful of the terms of use of such platforms
. In most cases assume   your shared information will be permanent, sharable and beyond your control. 

III.     If providing medical expertise it is important to provide one’s credentials and any pertinent conflicts of interests.
 

B)  Personal Use and Professional Boundaries 

I. Medical trainees who choose to use social media in a personal capacity should avail themselves of all possible privacy settings.
 Consider having separate accounts for your personal and professional use. Recognize that all material, even if posted anonymously is traceable. Be aware of how the therapeutic relationship you have with your patients may be affected by   personal information you post on-line
.  

II. Certain items should not be included on social networking sites or blogs. These include: photographs that may be perceived as unprofessional (e.g. drinking or drug use, or anything excessively informal), any comment on administration actions, lawsuits or clinical cases in which one is currently involved that could potentially compromise one’s defense. 

III. Assume patients will access your online profile. To protect yourself from damaging information, search   your own online profile periodically to see what is there.  You may contact the Website administrator to request the information be removed. In addition, there are companies who specialize at managing the online presence of their clients (see references). You should not advise your patients not to search you on the internet, as doing so would compromise patient autonomy; instead, one should engage in a discussion of such searches and their implications. 

IV. Psychiatric residents who desire to engage with online dating sites must be cognizant of the fact their profiles will be fully available to patients. 
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Appendices: 

Appendix 1      

Appendix 1 KUDOS:

Social Media “kudos” Dr. Dan O’Connor at http://www.gastro.org/journals-publications/aga-perspectives/decemberjanuary/social-media-kudos-how-to-be-ethical-in-the-digital-wild-west
Appendix 2 Terms of use and their relation to digital professionalism
Many medical trainees have deviated from traditional presentation programs (i.e. Powerpoint) and transitioned to online tools. If you are using a software program for your grand rounds and you have a clinical case with patient information that is de-identified with the assumption it will only be showed in an closed auditorium with physicians; said information may be available to the internet based on their terms of use.  
Appendix 3 Conflicts of interests and using Social media for educational purposes
It is important not to give medical advice from a position of anonymity, as the potential for unaccountability and unprofessional behavior increases. In addition, given said concerns with capacity and consent within the mental health population, it is important to be as transparent as possible. Finally, you must be mindful of the structural and conceptual limitations of this technology, i.e. twitter and their 144 character limit may provide a challenge to disclose conflicts of interest and provide a cogent piece of advice.

Appendix 5 Patient Privacy and Education

    Do not post any personal patient information on ant type of social media. Personal health information has been defined in the PHIPA as any information about an individual in oral or recorded form, where the information “identifies an individual or for which it is reasonably foreseeable in the circumstances that it could be used, either alone or with other information, to identify an individual.” Do not assume that patients are aware of the scope and permanence of items on social media; , t inform them of what they are consenting to and the possible unforeseen consequences. It is important to be mindful of the therapeutic frame (e.g. psychotherapeutic) of your relationship with your patient and how using personal information publicly may intrude on their autonomy, boundaries and even their ability to say no given the inherent power differential. Social media provides an important opportunity to provide our patients with our medical expertise.  The University of Toronto and the Faculty of Medicine have developed a general framework for all medical trainees on the appropriate use of the internet, electronic networking and other media. The American Academy of Child Psychiatry recently released ethical guidelines that recommend photographs be available or used no longer than 3 months. 

Appendix 6 Personal Use and Professional Boundaries
It is important to be mindful of the clinical framework one chooses to engage and the impact it could have on professional boundaries, thus affecting countertransference-transference dynamic, the relationship and possible treatment outcome.  For example, having a public twitter account if you are providing psychopharamcology consults is less significant than if you are a practicing Psychoanalyst. However, well known Harvard medical professor Atul Gawande chooses to use his personal twitter account for both personal and professional use but he is not a practicing psychiatrist and thus not privy to the special considerations we are presenting in these guidelines. 

Appendix 7 Using a Patient’s Personal Data from Social Media in Clinical Settings

The issue of using social media and the internet to look up patients remains an area of contention. If for example, an unconscious adolescence presented to the emergency room and you suspected an overdose in the context of suicide. A friend notes the patient previously disclosed they left a suicide note on their Facebook account. Is it ethical to look up their account to potentially find the suspected substance or use the note as grounds to certify the patient? On the other hand, how does this issue compromise the ethical principle of trustworthiness?
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